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Architectural choices for cyber resilience
Geoffrey Brennan a, Keith Joiner b and Elena Sitnikova c

aSchool of Engineering and Information Technology, UNSW, Canberra, Australia; bCapability Systems Centre, UNSW, Canberra, Australia;
cUNSW Canberra Cyber, UNSW, Canberra, Australia

ABSTRACT
Open system architectures have been proposed as a solution to addressing issues surround-
ing the acquisition of mission-critical platforms and critical infrastructure. These issues relate
to the extended timeframes associated with introducing advanced and complex systems at
a rate commensurate with technological and threat advancement. Adopting an open system
architecture helps to address these issues but comes with considerations that influence the
capacity for those systems to maintain cyber resilience. Generally, these considerations relate
to the use of openly available interface standards, the capability for dynamic network
management, maturity of processes and, the ability for platforms to evolve in response to
emerging cyber threats. This paper discusses advantages and disadvantages of a bespoke or
open architecture and highlights the impact of each approach on mission-critical platforms.
The resulting recommendations focus on using a project’s projected lifecycle to indicate the
most suited architecture and therefore leverage the relative benefits of each methodology.
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1. Introduction

As described inMoore’s law, every year communications
and information systems continue to undergo exponen-
tial growth in capability (Mack 2015). Concurrently the
cycles of adaptation by cyber-attackers are also increas-
ing, placing a difficult challenge on Managed Security
Service Providers (MSSPs) (Chan 2018), defended mis-
sion-critical systems and the many legacy systems with-
out cybersecurity evaluation or defence (Joiner and Tutty
2018). This presents a dilemma for traditional project
management and acquisitions processes whereby the
speed in technological advancement and cyber-threat
outpaces the capacity to introduce contemporary systems
into service. One proposed solution to this issue has been
to adopt open architectures in major systems procure-
ment and allow for modular system components (Serbu
2013). An open architecture is ‘a technical architecture
that adopts open standards supporting a modular,
loosely coupled and highly cohesive system structure
that includes publishing of key interfaces within the
system and full design disclosure.’ (Department of
Defense 2013) This concept supports a faster acquisition
cycle by allowing for components to be upgraded and
replaced as technology evolves without having to re-
engineer the entire system, but it is predicated on robust
and well-defined interface standards (Rose et al. 2014).

This concept has been cited as a possible solution
to issues surrounding the procurement of mission-
critical military platforms as a means of addressing
shortfalls in the system update cycle (Serbu 2013).
One of the early adopters was the US Navy with

their use of the Open Architecture framework for
the delivery of major platforms which, in turn
enabled key components such as submarine sonar
arrays to maintain an upgrade cycle commensurate
with technological advances (Stevens 2008; Castelle,
Dean, and Daniels 2019). Following this success,
a number of other programmes and standards have
been introduced, including the Department of
Defence Modular Open Systems Approach (MOSA),
detailing the methodology and processes to be fol-
lowed during systems procurement, an approach
which is also now incorporated into the Defence
Acquisition Guidebook (Department of Defense
2013) and National Defence Authorisation Act
(NDAA) of 2017 (Schwartz and Peters 2018). Other
military programmes to build on the open architec-
ture concept include the US Air Force’s Mission
Systems Open Architecture Science and Technology
(MOAST) programme (Littlejohn et al. 2017), the US
Army’s Common Operating Environment (COE)
programme (Heininger 2016), the Future Airborne
Capability Environment (FACE) Technical Standard
(Koontz and Johnson 2015) as well as the UK
Government’s Open Standards Principles (Pearson
et al. 2015). The utility of this approach, particularly
when considering the additional complexity of
coalition operations, has also resulted in the develop-
ment of NATO Standardisation Agreement
(or STANAG) 4754 describing a NATO Generic
Vehicle Architecture (Dawson 2018). The approach
is perhaps best exemplified in the United States
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Navy’s ‘Compile to Combat in 24 Hours (C2C24)’
framework, which has four principles (U.S. DoD
2018). The first principle is to use a common data
standard, such as the Extensible Mark-up Language
(XML) for security to data elements. The second
principle is using shared architecture to reduce the
attack surface. Third, is to simplify risk management
by modularising applications and only certifying new
modules in any patching, while fourth is to use com-
mercial cloud-based services so as to access advanced
data analytics and align with patching services.

Wider adoption of this approach has also been
considered for use within Australian Defence Force
capability acquisition programs (Toohey 2017)
beginning with the Generic Vehicle Architecture
(Dawson 2018), however, adopting an open archi-
tecture does have a number of considerations for the
system’s cyber-resilience that must be understood to
allow for an informed risk-based decision to be
made.

When considering the relative cyber-resiliency ben-
efits for a purely open or bespoke system architecture,
this paper uses the MITRE cyber-resiliency goals of
anticipate, withstand, recover and evolve (Bodeau,
Graubart, and Laderman 2014) as the framework for
analysing the relative merits of bespoke and then open
architectures before discussing the architectural over-
heads and future solutions. The paper concludes with
recommendations and future research.

2. Bespoke architectures

A bespoke architecture is, by its nature inherently
integrated, which can present fewer system gaps to
be exploited, enabling it to better withstand an active
threat. This enables a coherent approach to technical
‘defence in depth’ with fewer system inconsistencies
(Bodeau, Graubart, and Laderman 2014). It also
allows for the system design to be hardened from
the outset, provisioning only essential connectivity
requirements and limiting those that can exploited
(Littlejohn et al. 2017). While the bespoke integration
concept requires more time and resources upfront, it
also supports the strict control of system baselines
(Pearson et al. 2015). Knowing when threat actors are
present on a system and what they are attempting to
achieve requires a thorough understanding of normal
operations to enable the detection of the abnormal or
‘absence of the normal.’ The relatively static system
design resulting from a bespoke architecture enables
the establishment of this baseline. Conversely, the
dynamic nature of changing components and func-
tionalities in open architecture can result in unpre-
dicted consequences thus increasing vulnerabilities
and attacks vectors which therefore require constant
investment in evaluation activities to identify these
issues and mitigate them.

Many bespoke systems are designed without secur-
ity built-in and have unique or proprietary designs,
necessitating the use of contractual support to con-
duct detailed system monitoring (Stevens 2008) as
well as provide the function of sensor fusion and
analysis (Bodeau, Graubart, and Laderman 2014).
This limits the ability for system managers and opera-
tors to adequately understand the network’s perfor-
mance and anticipate threats, effectively outsourcing
the capacity for dynamic mapping and profiling to
commercial vendors. While outsourcing can some-
times support cyber-resiliency by offloading the man-
agement of non-essential functions to more capable
providers (Bodeau, Graubart, and Laderman 2014),
the mission criticality of major military platforms and
the limitations in getting contracted support into
theatres of conflict often precludes this from being
viable option within the military context.

One key cyber security advantage drawn from
bespoke architectures is the ability to prevent or avoid
threats based on the increased requirement for
a nefarious actor to conduct detailed reconnaissance
in support of their attacks. The unique configuration
and protocols in use require a greater effort from threat
actors to understand the system and design vectors to
achieve their malicious intent within it. In a limited
sense, this contributes to the technique of creating
unpredictability as a means of supporting cyber resili-
ence by ensuring that systems are not constrained to
standard designs with their inherent limitations
(Bodeau, Graubart, and Laderman 2014). However,
this implies a reliance on secretive design to support
the overall cyber security strategy which makes bespoke
architectures particularly vulnerable to insider threats
or intellectual property theft (Sledge 2015). Once the
system details are known, there is likely to be limited
capacity to adopt a dynamic reconfiguration technique
for cyber resiliency and negate or delay the attack in
progress (Bodeau, Graubart, and Laderman 2014).

A bespoke system architecture is also limited in its
ability to anticipate and address emerging cyber
threats by being largely restricted to the threat analy-
sis done during its initial system design (Fahey 2015).
Initial designs are usually tailored around the known
and persistent threats of the time, however, the
requirement to commit to the complete system ‘as
designed’ makes it relatively incapable of, or too cost
prohibitive to, support an ongoing threat analysis
feedback cycle in the long term. In this way, the
primary disadvantage of a bespoke system is usually
the limited capacity to rapidly recover and evolve
from a threat. Once a threat has been identified, the
bespoke architecture means that minor upgrades
often require major engineering changes, usually con-
tractually constrained to a single vendor (Pearson
et al. 2015). This means that systems often have
prolonged periods of exposure to already identified
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threats and remediation efforts become particularly
expensive. The relatively restrictive system design can
also limit the overall capacity to make changes with-
out requiring a completely new system.

By committing to a complete system design, there is
also a certain commitment to maintaining the technol-
ogy for the full life of the product which induces addi-
tional risks on the through-life supply-chain guarantee
and service (Alberts et al. 2017). The later supply-chain
arrangements are a factor recently termed as cyber-
provenance, due to the cyber security advantages of
having all aspects of critical systems locally sourced
(or close by alliance) (Joiner 2018) or trusted (Hakan
and Cagal 2016). This can become increasingly difficult
for bespoke designs with long periods in-service.
Techniques to perform such risk assessments early are
readily available (U.S. NIST 2015) including in
a systems engineering context (Nejib, Beyer, and
Yakabovicz 2017) and Defence context (U.S. DoD
2015); albeit these are not yet in widespread use in
Australia (Joiner, et al., 2018). Towards the end of the
platform’s lifecycle, the system is also required to main-
tain operations using potentially outdated software and
hardware that can be more expensive to operate than
more readily available and technologically superior pro-
ducts (Pearson et al. 2015). In addition to the increased
supply chain costs of maintaining obsolete and proprie-
tary components, there is also an increased cost asso-
ciated with engineering effort to address known exploits
(Stevens 2008). The capacity to develop new cyber-
defences on outdated systems is limited as it is con-
strained by the existing hardware. When coupled with
the bespoke system design used, cyber-threat mitiga-
tions often require expensive and novel mitigations that
take significantly more time and resources to develop.

3. Open architectures

Castelle, Dean, and Daniels (2019) recently found that an
open-systems approach to ship development ‘offers
numerous benefits including increased return on invest-
ment (ROI) over the service life and total lifecycle, parallel
development, reduction of development costs and dura-
tion, rapid prototyping of payloads, improved flexibility
through standard interfaces and equipment, efficient tech-
nology refresh, and the ability to postpone decision-
making under uncertainty’; all of which assists cyber-
resilience. Their research examined challenges in intro-
ducing agile development, especially in software and IT,
into the longer and somewhat conservative ship devel-
opment problems. The hierarchical and siloed organisa-
tional structure in Defence departments and the
bureaucratic processes of policies, directives, orders,
committees and commands, can make the agile practices
called for by Bishop et al. (2017), Schreider (2017), and
Castelle, Dean, and Daniels (2019) difficult, which in
turn limits the cooperation, collaboration, information

sharing, and synchronised action necessary for cyber
operations and resilience. Industry is less constrained in
implementing reform such as the ‘DevSecOps’ move-
ment outlined by Matteson (2017), whereby there is
a blending of traditional IT security approaches with
agile collaboration approaches.

With an open architecture comes known interface
standards that enable the monitoring and auditing of
system data in a manner that cannot typically be
achieved in solely proprietary systems by focusing on
the network interfaces between components (Littlejohn
et al. 2017). The well-defined and understood interface
standard allows for higher fidelity system analysis that
itself can be considered a system component and
upgraded at a faster rate (Rose et al. 2014). This empow-
ers the system managers and operators to identify
threats and respond appropriately without a reliance
on contracted support, minimising the overall impact
of a cyber-threat. This directly enables a vast array of the
cyber resiliency objectives by catering to the ‘under-
stand’ function and providing accurate threat-based
intelligence to better tailor responses and security con-
trols such as network anomaly detectors and cyber-
dashboards (Bodeau, Graubart, and Laderman 2014).

It should be noted however that a detailed under-
standing of the prescribed interface does not constitute
a complete understanding of the system. The existence
of proprietary sub-systems representing a ‘black box
capability’ from the platform perspective means that
this monitoring and damage assessment is limited to
the interface layer (Rose et al. 2014). Threats can still
persist within sub-systems and would require the same
vendor support required in a bespoke architecture
albeit, at a reduced scale. Furthermore, the constantly
changing system baseline that comes from rapidly
changing components requires regular system analysis
to occur in order to ensure that a normal state can be
established for the system despite significant changes
(Pearson et al. 2015). Without this, all forms of analytic
monitoring, including risk monitoring through Cyber
Table-Topping (CTT), are significantly hindered,
further emphasising the requirement for deliberate
test and evaluation stages as part of the open architec-
ture model (Christensen 2017). Cyber Table Topping
builds on regular cooperative vulnerability and penetra-
tion testing by systematically assessing how new threats
are targeting a network or system, the likelihood of
exploitation, and the consequences so as to risk manage
until the next test period (Christensen 2017). Such
a management strategy aligns with how configuration
control boards manage obsolescence andmission creep.

An open architecture design has a potentially contra-
dictory influence with relation to the ‘withstand’ goal of
building cyber-resilience. The same detailed and pub-
lished standards that allow for modularity in open
architecture systems, thereby supporting the ‘design
once, use many times’ concept (Stevens 2008), also
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provides valuable system information enabling a threat
actor’s reconnaissance phase. In order to enable vendor
competition, these standards must be well defined and
openly available within the community-of-interest so as
to enable sub-system integration, but doing so poten-
tially makes this information available for threat actors
to understand system limitations and therefore develop
exploits (Littlejohn et al. 2017). Chan (2018) overviews
the phenomenon of several open source tools being
used by cyber-attackers as ‘accelerants’, before then
proposing artificial intelligence as a countermeasure
for such accelerants (see also Klemas & Chan):

‘Cyber attackers are becoming increasingly adept.
Just as MSPs [managed service providers] and
MSSPs [managed security service providers] are
leveraging early warning indicators, such as the
National Vulnerability Database (NVD) and
Sentient Hyper Optimized Data Access Network
(SHODAN), cyber attackers are also leveraging
these assets for exploitation opportunities and as
attack accelerants.’

The presence of a core network within the system that
provides the component interface means that malware
also has the potential to move laterally though the system
relatively easily and attack other components or
a conduct a coordinated system wide attack (Littlejohn
et al. 2017). This makes the prospect of isolating a threat
considerably more difficult. Any inherent flaws in the
design of the architecture’s interface can pose a risk to all
the modular components utilising it and is therefore
a risk that must be owned by the client mandating the
standards (Pearson et al. 2015). In this way, when con-
sidering attack vectors, the components themselves can
act as hard surfaces, with the common interface becom-
ing exploitable system gaps. By design, these interface
standards are relatively rigid, and the discovery of any
significant exploitsmay require platform-level changes in
a similar manner to that required in a bespoke system
architecture.

With regards to system recovery, provided a threat
is contained to a specific or limited set of system
components, the open architecture design allows for
rapid system recovery by using the cyber-resiliency
technique of dynamic reconfiguration to negate or
curtail adversary attacks (Bodeau, Graubart, and
Laderman 2014). This concept allows for individual
components to be rapidly replaced, giving the system
owner options to restore mission-critical function as
soon as possible with a lower requirement for vendor
support or the need for a full system redesign
(Littlejohn et al. 2017). Through the better known
and well-defined open interface standards, this pro-
cess can be intelligence-led, supporting adaptive
management in the face of identified threats using
the higher fidelity network monitoring and damage
assessment (Bodeau, Graubart, and Laderman 2014).

The greatest advantage in using open system archi-
tectures to support cyber resilience lies in the capacity
to evolve and address system vulnerabilities with
rapid component upgrades. If a specific component
is identified to be a vulnerability, that individual
component can be redesigned and replaced without
having to redesign the system as a whole (Pearson
et al. 2015). The lifecycle of components can also
therefore be reduced to shorter periods, allowing
them to keep pace with technological and threat
advancement (Stevens 2008). Rather than requiring
novel threat mitigations, an open architecture system
can simply upgrade the hardware and leverage indus-
try-known mitigations for discovered exploits, redu-
cing the cost and time required to mitigate future
attacks (Rose et al. 2014). The vendor competition
that will result from having their component rapidly
replaced following an untreated cyber vulnerability
also promotes security as an essential service, to be
incorporated by default into the initial design phases.

4. Architectural overheads and future
solutions

Joiner et al., 2018a outline in some depth the ICT
governance challenge of developing and maintaining
cyber-resilient systems, especially in the necessary soft-
ware test infrastructure and skills which are receiving
renewed focus (Knyish 2019; Pittet 2018; Dougall
2018; Pearson 2015; Vassilev and Celi 2014). While
they outline that cybersecurity testing can leverage
extant ICT or software testing like usability testing
and performance testing to some extent, there are
also unique cybersecurity test infrastructure demands
and skills which are in short supply. This practical
research largely assumes elements of the ICT infra-
structure, even if only at the aggregated system-of-
system level, are bespoke and that elements of the
threat emulation and vulnerability are either classified,
or restricted in some way as to limit commercial out-
sourcing; for example the need for timely monitoring,
in-house risk management (i.e. cyber table-topping)
and response (i.e. unable to be delegated). Put another
way, this research suggests that an organisation must
grow in-house capability for cyber-resilience, especially
testing (Fowler et al. 2017) and what Australian
Defence now terms cyberworthiness (Australian
Senate 2018a). That assumed obligation is magnified
when systems are bespoke, since the community that
would enable secure outsourcing and have the neces-
sary tools to enable and automate it are less likely to
exist commercially.

The advantage of open architectures in outsour-
cing security and keeping pace with cybersecurity is
outlined by Chan (2018) as follows, similar to the
USN C2C24 Principle 4 outlined earlier:
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‘MSP responsibilities are increasingly shifting from
repairs, patches, delivery of new software, and incor-
poration of cloud services to that of data-related
security services. According to Gartner, a new class
of MSP, the Managed Security Service Provider
(MSSP), has emerged to provide outsourced moni-
toring and management of security devices and sys-
tems. Prototypical managed services now include,
among others, managed firewall, virtual private net-
work, vulnerability scanning, anti-viral services, and
intrusion detection. Outsourcing to MSSPs has typi-
cally improved the client ability to deter cyber-
threats . . . . MSSPs have burgeoned not only in
industries that have experienced massive compro-
mises in recent times (e.g. healthcare), but also in
areas that are at unprecedented levels of risk (e.g.
energy sector).’

An example of this trend in the Australian public sector
is the recent hearing in the Australian Senate that
focused a lengthy line of questioning on why a cloud
provider had achieved high-assurance accreditation for
the Government in a comparatively shorter timeframe
and into an area hitherto restricted to boutique
Australian providers (Australian Senate 2018b). The
short answer to this high assurance approach was that
it was required for the purposes of necessity, risk man-
agement and expertise (see also Joiner et al. (2018), for
a coverage of high assurance challenges).

There does appear to be a further solution develop-
ing in the U.S. to cybersecurity of systems, whether they
are open architecture or bespoke, or more precisely
where they lie on that spectrum. Developed as part of
the U.S. efforts on autonomy, it is described as the
concept of cyber-sidecars (U.S. DSB, 2016), where arti-
ficially intelligent monitors are placed onto systems to
provide oversight, take critical actions if necessary and
provide a degree of evidence for attribution as well as
improve resilience afterwards. These systems would of
course be controlled and highly secure; ideally with the
adaptability to ‘deep learn’ bespoke system behaviours
as much as the more readily available open architectural
behaviours. Such artificially intelligent overwatch cap-
abilities are already in use in networking on many
government departments and critical industries but
they focus at present on common networking traffic
areas and require high levels of personnel support and
expertise to run in each context. The research by Chan
(2018) illustrates an open-source networking security
stack that is somewhat analogous to such current con-
trolled and artificially intelligent cybersecurity systems.
The cyber-sidecar context is envisaged to bemuchmore
universal and suited to implant to more standalone
systems, much like controlled cryptographic systems
operate. The spectrum of open to bespoke architecture
may in the future simply dictate the cost and extent of
deep learning the cyber-sidecar(s) must undertake.

5. Conclusion

The decision to adopt a bespoke or open architectural
approach in a mission critical system should largely
depend on the projected lifecycle for the system. The
limited capacity for bespoke systems to evolve over
time means that they become increasingly vulnerable to
cyber threats following initial design but can present
a more holistically hardened system at the outset. On
the other hand, open architecture systems are far more
reliant on well documented interfaces that provide
a possible attack vector but are also able to adapt in
response to a cyber threat in a manner that far exceeds
that of a bespoke system. In this way an open architecture
can rapidly evolve to address new threats as they emerge.
In deciding between the two, it is also important for the
system owner to consider their capacity to provide
a detailed and robust interface standard and therefore
accept a higher degree of liability themselves or, delegate
it to a vendor to define and control the system’s opera-
tion. This will have significant impacts on the ongoing
system support plan and associated resourcing.

To determine between the two architectural
approaches, or indeed to appropriately situate an acqui-
sition and sustainment strategy on the spectrum of these
approaches, an early cybersecurity assessment is required
into the supply chain through-life; that is the degree of
cyber-provenance required. That assessment also should
highlight the likely greater in-house test and manage-
ment overheads of cyber-securing bespoke architectures.
Therefore, to support a system’s cyber resilience in the
most efficient manner the following recommendations
are made:

● For major projects with significantly large scope
and expected period in-service: an open system
architecture is favoured to support system evo-
lution throughout its lifecycle.

● For minor projects, anticipated to provide
a short duration or minor capability: a bespoke
architecture is favoured to minimise the onus on
the customer to own and manage standards or
interfaces whilst also outsourcing the ongoing
system analysis function.

● Consideration be given in the future (particularly
for bespoke and legacy systems) to use cyber-
sidecars involving deep-learning artificially intelli-
gent systems, noting however that these must also
be to be tightly controlled so as not to act as
adversarial accelerants.
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Future Research

Current doctoral research work by the authors in
Australia focus in four main areas. First, the technical
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dures) for cyber-worthiness of developing and developed
systems is under first-principles examination and survey
among affected engineers. Second, the efficacy of an
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ments during design acceptance is being evaluated,
including this framework’s residual utility for on-going
through-life cybersecurity risk re-assessments (i.e. sup-
port to cyber table-topping). Third, seminal managers
and practitioners in cybersecurity security operation cen-
tres are being surveyed for the necessary competencies to
determine independently if there are foundational differ-
ences for a middle-power vice a leader like the United

States. Finally, new research is proposed on using beha-
vioural propagation (aka infection) for intrusion detec-
tion along epidemiological lines.
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